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Overview

● Overview of Blockchain Technology

● Applications

● Tokyo Tech/IOHK Collaboration



Blockchain Technology



Traditional Digital Transactions

Issues


• Trusted party


• Potential High Transactions fees


• No anonymity

tertftdtdftrMario’s credit  
card number

tertftdtdftrMario’s credit  
card number

tertftdtdftrAuthorize Money  
Transfer to Amazon

tertftdtdftrTransfer  
Confirmation



(attributed to David Chaum)

“The difference between  

a bad electronic cash system  

and well-developed digital cash  

will determine whether  

we will have a dictatorship  

or a real democracy” 

• Chaum’s “Blind signatures for 
untraceable payments” [83] and 
“Untraceable electronic cash”[88]


• Like Fiat Currency:


• Anonymous


• Secure (no double spending or 
forging)


• Only banks issue money (e-cash)


• …and centralized

Anonymous E-Cash - Digicash



Bitcoin Appearance
• October 2008


• Currency: Bitcoin(BTC)


• Fractions: 1BTC = 10^8 Satoshi


• Limited supply: 21 million BTC

Issues previous 
attempts


• Trusted party


• Transactions 
fees


• No anonymity

• No trusted 
party


• Low(er) fees


• ``pseudonymity’’



• A data structured kept by mutually distrustful players


• Special properties are needed:


• Immutable/append only


• add records: 


• cannot remove or reorder: 

Decentralized Ledger

• Cryptographic digest


• changes would affect the digest

Tx1- Mario sends 3 
coins to Luigi 

Tx2- Jack sends 7 
coins to Anne 

Tx3 - Cinderella 
sends 30 coins to Bob 



Immutability/Digest
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Tx1- Mario sends 
300 coins to 
Luigi 

Tx2- Jack sends 7 
coins to Anne 

Tx3 - Cinderella 
sends 30 coins to 
Bob 

• Others can detect


• Efficiently



System Architecture

Tx1- Mario sends 3 
coins to Luigi 

Tx2- Jack sends 7 
coins to Anne 

Tx3 - Cinderella 
sends 30 coins to 
Bob 

Ledger

B 1
B 2

B 3
Blockchain
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New 
block



Consensus with PoW
• Puzzles: are mildly hard


• Miners solve hash puzzles


• Miners are rewarded with cryptocurrency (Mining)


• Prevents the Sybil Attack

B1
B2 B3B3 B4 B5

Computer power of the  
adversary would is diluted

VS.



Transaction

Tx1- Mario sends 3 
coins to Luigi 

Tx2- Jack sends 7 
coins to Anne 

Tx3 - Cinderella 
sends 30 coins to 
Bob 

Mario sends 10 BTC Mario’s signature on 
[Tx]Tx=

[Tx]

10 BTC



A Witness

• Tx2  should be


• hard to produce


• easy to verify its correctness


• W2 “witnesses” that Mario has produced the transaction

a condition C2 for spending Tx2 a “witness W2”Tx2=

[Tx2]

Tx1
10 

BTCP2

10 BTCThere is a previous transaction Tx1 A relation!

10 BTC

P2P1



Example

Bob’s signature and p and q  
such that p>1, q>1,  

and pq=8633

Mario’s signature on 
[Tx2]

Tx2=

[Tx2]

Tx1
10 

BTCP2

Luigi’s signature

p=89 
q=97 

Bob’s signature on 
[Tx3]

Tx3=

[Tx3]

Tx2
10 

BTC
P3



Smart Contract
Bob’s signature and p and q  

such that p>1, q>1, 
and pq=8633

Mario’s signature on 
[Tx2]

Tx2=

[Tx2]

Tx1
10 

BTC

• Arbitrary clause


• Bitcoin: stack based script language 

• Ethereum: programming language (Solidity)


• Bitcoin does not have smart-contract


• Programming Language: Smart Contract



Differences in the  Accounts
Externally Owned 

skvk

Smart Contract

• Only Mario controls the 
keys


• Mario decides when to 
spend


• Mario’s will is not in the 
blockchain

• The contract code is 
public (it is on the chain)


• Given a transfer, the 
contract runs


• Every node in the system, 
updates the state of the 
system



Everything Together

Secure

Secure 
Ledger

Tx1- Mario sends 
3 coins to Luigi 

Tx2- Jack sends 7 
coins to Anne 

Tx3 - Cinderella 
sends 30 coins to 
Bob 

Miners

Reward

B1
B2 B3B3 B4 B5

Double 
Spending

Prevent

85
85A

Currency 
has value

Ensure

Computing Power

Increase

VS.



Technical Challenges
• Energy Consumption: PoW Vs PoS 

• Privacy: Ledger information is public   

• Scalability: Low TPS rate  

• Off-chain channels 

• DAG structures 

• New consensus methods 



Applications



Applications

• Distributed Autonomous Organisations (DAO)

• Smart contract acts as a virtual organization with a predefined set of rules 

and actions/functions

• If the majority of it’s members/stakeholders decide (via voting) to take 

certain action, the contract automatically does it and delivers the result


• Decentralized Crowd Funding

• Central authority who receives the funding is substitute with a smart 

contract.

• Donors pay smart contracts and when the funding reaches to certain value, 

the funding automatically delivered to the funding recipient


• Robust and Fair Multi-party Computation

• Allows all parties in a multi-party computation to get the output of 

computation; otherwise, they will be monetary compensated




Applications

• Namecoin (namecoin.org)

• decentralized name system, key/value registration and 

transfer system


• Digital Credential of Diplomas

• instead of transactions: diplomas, grants, courses 

in the wallet 

http://namecoin.org




Tokyo Tech/IOHK 
Collaboration



IOHK.IO



Tokyo Institute
of Technology

Collaboration



Established in 2017



Members

● Mario Larangeira, PhD (2017/February)

● Yuyu Wang, PhD (2018/May)



Three Goals
● Research : present relevant work in 

prestigious conferences

● Educational: promote and educate about 
cryptography and cryptocurrencies/form 
leaders in the area

● Collaboration: expose and increase 
activit ies with other insti tut ions and 
researchers all over the world



Papers and Conferences

Financial Crypto 2018 Financial Crypto 2019
(To appear)



Papers and Conferences

CryBlock 2018ACISP 2018



SCIS 2019 (Next Month)




SCIS 2019 (Next Month)




SCIS 2019 (Next Month)




Youtube - Rump Session


Crypto 2018 - Rump Session



Online Content



Graduate Course - 1st Quarter/2018



Visitors

Prof. Sanjam Garg  
(UC Berkeley)

Prof. Stefan Dziembowksi
(Univ. of Warsaw)



Visitors

Prof. Claudio Orlandi
(Aarhus University)



Visitors

David Chaum
(Elixxir and the early mentioned Digicash)



Conclusion

• (very) Brief Blockchain Technology 
Introduction 

• Open problems/technical challenges 

• Application: Digital Diploma 

• Collaboration between Tokyo Tech/IOHK



Questions?





Cryptocurrency
● It is not equal, but it is analogous to regular 

currency (no need of third party for transactions)

● It is not associated with a country, but with the 

system itself


●System: network of computers


●Token: the coin of the cryptocurrency


●Difference: the rules of the system are public and 
rely on the people using it (a decentralized 
system)



Majority Matters
• Consensus without PoW

VS.

• Consensus with PoW

Computer power matters

VS.



Bitcoin Transaction
10 BTCThere is a previous transaction Tx1 

Mario sends 10 BTC Mario’s signature on 
[Tx2]Tx2=

[Tx2]

10 BTC

P2P1

Bob owns the coin
P2

a condition C2 for spending Tx2 a “witness W2”Tx2=

[Tx2]

Tx1
10 

BTCP2

Generalization

Bob owns the coin


